NudopmanoHHass MaMATKA 1JIA 00Yy4aOUIMXCH J1JIs
pasMmenieHuss Ha opuuuaabHbIX UHTEpHET-pecypcax

C Kax/IbIM T'OZIOM MOJIOIEKH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, a INKOJIBHUKHA OJTHH U3 CaMbIX
aKTUBHBIX I10JIb30BaTenei Pynera. Mexy TeM, HIOMHMO OTPOMHOI'O KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECET U NMPOoOIeMbl. DTa naMsATKa JI0JDKHA TOMOYb Tebe 0e301acHo
HaXOJIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KoMIbroTepHBIi BUPYC — 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTPaMM, OTJIMYUTEIIbHON
0COOEHHOCTBIO KOTOPOM SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO.

B nomnonHeHue K 3ToMy, BUPYChl MOTYT MOBPEIUTH WJIA MOJHOCTbIO YHUUTOXXUTD BCe (halliibl U
JTaHHbIE, IIOJJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOro ObLIa 3alylieHa 3apaxEHHas
porpaMMa, a TakyKe MOBPEIUTh WU 1a)Ke YHUUTOKHUTH ONEPAMOHHYIO CUCTEMY CO BCEMU
daitnamu B 11esioM. B 60IBIIMHCTBE ClTydaeB pacpOCTPAHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MGTOI[I)I 3alIUTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. Hcnonb3yit coBpeMEHHbIE ONEPAlMOHHBIE CUCTEMbI, UMEIOIUE CePbE3HBIN YPOBEHb
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. TlocrosiHHO ycTaHaBiIMBal mauTH (HU(PPOBBIE 3AIUIATKH, KOTOPbIE ABTOMATUYECKH
YCTaHABJIMBAIOTCS C LENbIO JOPAOTKU MPOTPaMMBI) B JPYyTrUe OOHOBJICHUS CBOCH
orepanroHHOM cucteMbl. CkauuBail UX TOJIBKO ¢ OPULIMAIBHOTO caiiTa pa3padoTyuKa
OC. Ecnu cymiecTByeT pesKuM aBTOMAaTHIECKOTO OOHOBIICHUS, BKIFOUH €T0;

3. Paboraii Ha cBoeM KOMITbIOTEpPE O] TpaBaMU MOJIb30BATENs, @ HE aIMUHUCTpaTOpa. ITO
HE TMO03BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MTPOrPaMM HHCTAJLUIMPOBATHCS HA TBOEM
[IEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE TPOTPAMMHBIE MPOYKTHI U3BECTHBIX POU3BOIUTENEH, C

aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

Orpanndb QU3NYECKUI T0CTYN K KOMIBIOTEPY AJIs1 HOCTOPOHHUX JIMIL;

6. Vcnonb3yil BHEIIHME HOCUTENN HH(POPMALINK, TaKKe Kak ¢uienka, TUCK Win (aiin u3
MHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KOMIBIOTEpHBIE (ailyibl, HOTYYEHHBIE U3 HEHAJEKHBIX HCTOUHUKOB. J{axe
Te (ailsibl, KOTOpPbIE MPUCIIal TBOW 3HaKOMbIH. Jlydille yTouHM y HEro, OTIpaBIIsll I OH
TeOe Ux.

o

Cerun WI-FI

Wi-Fi - aT0 He BuJ miepeiaun JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIUIIbh OpeH, Mapka. Eme B 1991
rojy HUAepIaHACKas KommnaHus 3apeructpuposaia openg « WECAy, uro 0603Ha4amo
cinoBocovetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTD.

Jlo Hamero BpeMeHH JoIuIa Ipyras ab0peBuaTypa, KOTopas sSBJSIETCS TAKOW e TEXHOJIOTHEH.
Ot1o abbpeBuarypa «Wi-Fi». Takoe Ha3BaHUE OBUIO 1aHO C HAMEKOM Ha CTaHJapT BHICIINH
3BykoBoi#l TexHuku Hi-Fi, uTo B mepeBoie 03Ha4aeT «BbICOKAsI TOYHOCTHY.

Ja, GecriaTHBIN HHTEPHET-AOCTYII B Kade, OTENAX U adporopTax ABISETCS OTINYHON
BO3MOXKHOCTBIO BBIXOZIa B MUHTepHET. HO MHOTHE 3KCIIepPThI CYMTAIOT, YTO 00IIe0CTyHbIe Wi-
Fi cetu He sBNsAIOTCA O€30MaCHBIMHU.



Cosertsl 10 Oe30macHoCTH pabore B 00mIeaocTynHbIx ceTsx Wi-fi:

1.

He nepenasaii cBoro nmuunyto nHpopmanuio yepes oomenocrymasie Wi-Fi cetu. Paboras
B HUX, XeJIaTeJIbHO HE BBOJUTH NAPOJIH JOCTYIIA, JOTHHBI U KAKHE-TO HOMEpPa;
Hcnionb3yit 1 0OHOBIISAN aHTUBUPYCHBIE TPOrpaMMBbl M Opanamayep. TeM caMbIM ThI
o0e3omnacuiib cedst OT 3aKaYyKU BUpyca Ha TBOE YCTPOMCTBO;

[Tpu ucnons3oBanun Wi-Fi otximtoun pynkuro «O0mwmii noctyn K daitnam u
npuntepam». JlanHas GyHKIUS 3aKpbITa [0 YMOTYaHHIO, OJHAKO HEKOTOPhIE
N0JIb30BATEIH AKTUBUPYIOT €€ /17151 y100CTBa HCIIOJIb30BaHus B paboTe mim y4eoe;

He ucrnonp3yit myonmansiii WI-FI muist nepenayu IMUHBIX TaHHBIX, HAPUMED IS
BBIX0/Ia B COIIMAJILHBIC CETH UJIH B AJIIEKTPOHHYIO MIOYTY;

Nnons3yit Tonbko 3amuiennoe coenunenue uepe3 HTTPS, a ue HTTP, T.e. npu HaGope
BeO-apeca BBOAM UMEHHO «https://»;

B mo6unsHOM Tenedone oTkimoun pynknuio «lloakmodenne k Wi-Fi aBromaTudeckny.
He nomyckait aBToOMaTn4eckoro noAKI0YeHNs ycTpoiicTa k cetam Wi-Fi 6e3 TBoero
coriacus.

ConuajbHBIE CeTH

CouuanbHbIe CETH aKTUBHO BXOJST B HAIIly KM3Hb, MHOTHE JIFOJIA PaOOTAIOT U KUBYT Tam
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUJLIMapa 4eIOBEK, YTO SIBISIETCS OJHOMN
ceIbMOU BCeEX JKUTEJIEN MJIAHETHI.

MHorue moip30BaTeIn He MOHUMAIOT, 9TO HH(POpMAIHS, pa3MEIICHHAs UMU B COITUAIBHBIX
CeTsIX, MOXKET OBITh Hall/IeHa ¥ MCIOJIb30BaHa KEM YrOJHO, B TOM YHCIIE HE 0053aTeIbHO C
0JlaruM1 HaMEpPEHUSIMH.

OCHOBHBIE COBETHI IO O€30IAaCHOCTH B COIMAJIBHBIX CCTAX:

1.

Orpanuyb CrUCOK Apy3eil. Y TeOs B IPYy3bsiX HE TODKHO OBITH CIYYalHBIX U
HE3HAKOMBIX JIFOJIEH;

3amuiaii CBOI0 4acTHYIO *kH3Hb. He ykasbiBait mapounu, TenedoHsl, aapeca, 1aTy TBOETO
POXKIECHHS U IPYTYIO TUYHYI0 HHPOPMAIIUIO. 3TOYMBITIUIECHHHUKHA MOTYT HCIIOJIb30BaTh
Jnaxke HH(HOPMAIIUIO O TOM, KaK Thl U TBOM POJUTENH IJIAHUPYETE IPOBECTH KaHUKYIIBI;
3amuinai CBOO penyTaIuio - Aep>KU €€ B YUCTOTE U 3a/1aBail cebe BOIpoC: XOTe ObI ThI,
4TOOBI APYyTUe MOIB30BATENN BUIENH, YTO ThI 3arpyskaemis? [logymait, mpexae 4em uTo-
TO OITYOJINKOBATh, HAITUCATh U 3aTPY3UTh;

Ecnu Tl TOBOpHUILIB C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YH CBOE PEAIbHOE UMSI U
JIPYTYIO JIMYHYIO HHPOPMAIIUU: UMSI, MECTO KHUTEJIHCTBA, MECTO Y4€ObI U TIPOYEE;
W36eraii pazmenienus pororpaduii B InTepHeTe, T11e Thl H300pakeH Ha MECTHOCTH, 110
KOTOPOW MOKHO OIPENEITUTh TBOE MECTOTIONOKECHHE;

[Tpu peructpanuu B COIMATBLHON ceTH HEOOXOAMMO UCTIONB30BaTh CIOKHBIE MTAPOIIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

Jlist conranbHOM ceTH, MOYTHI M IPYTUX CaHTOB HEOOXOIMMO HUCIIONIB30BaTh Pa3HbIe
naposi. Toraa eciu Te0s1 B3JIOMAOT, TO 3JIOYMBITTUICHHUKH TTOJIyYaT TOCTYI TOIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBIE IeHbI'H

DNEKTPOHHBIE IEHbI'M — 3TO OUYEHb YIO0OHBIN cr1OCO0 MilaTexe, 0IHaKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.



DJIEKTPOHHBIE I€HbIY MOSBUIIMCh COBCEM HEJABHO U MMEHHO U3-3a 3TOI'0 BO MHOTHX
rocyiapcTBax 0 CUX IMOpP He MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHu QyHKIIMOHUPYIOT U O HUX Y€ MPOMUCAHO B 3aKOHE, Te UX Pa3/IeystoT Ha
HECKOJIbKO BHJIOB — aHOHUMHbBIEC U HE aHOHUMHBIE. Pa3Huiia B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercs MPoBOAUTH onepalunu 6e3 uaeHTU(UKaLUY MOJIb30BaTeNs, a B
HEaHOHUMHBIX UACHTU(DUKAIINH [TOJIb30BATENIS SBISICTCS 003aTeIBLHOM.

Taxoke clieayeT pa3nuyarhb JIEKTPOHHBIC (PHATHBIC AEHBIH (PaBHBI TOCYAAPCTBEHHBIM BaJTIOTAM)
U JIEKTPOHHbIE He(pUaTHbIE NEHBIH (HE paBHBI TOCYAAPCTBEHHBIM BaIIOTaAM).

OcHOBHBIE COBETHI TI0 O€30MACHOM paboTe € NEKTPOHHBIMH JCHbIaMH:

1. TlpuBsxu K cyeTy MOOMIBHBIHN TenedoH. DTo camblil yAIOOHBIH U OBICTPBIN CIIOCOO
BOCCTaHOBUTH JOCTYII K cuery. [IpuBs3aHHbIil TenedoH MOMOXKET, eciiu 3a0y/ellb CBOi
MJIATEKHBIN MMAPOJIb WU 3aieUIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. HWcnonb3yii onHopaszoBblie mapoinu. [locie nepexona Ha yCUIICHHYIO aBTOPU3AIIHIO Te0e
y’Ke He Oy/IeT yrpoKaTh ONAaCHOCTb KPa)KH WJIU TepexBaTa IIaTeKHOT0 MapoJls;

3. BriOepu cnoxHbIif naposs. [IpecTynHukam OyaeT He MPOCTO YraaaTh CIOKHBIA TapOJib.
Hanexxnble maponu — 3T0 napoiin, KOTOpbIE COJIEPKaT HE MEHEE 8 3HAKOB U BKJIFOYAIOT
B ce0sl CTpPOYHBIC U MPOMUCHBIE OYKBBI, HIU(PPHI K HECKOJIHKO CUMBOJIOB, TAaKHE KaK 3HAK
nosuiapa, pyHTa, BOCKJIMIATEIbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOU JIMYHBIC JAHHBIE HA CATaX, KOTOPHIM HE TOBEPSCIIIb.

DJIeKTPOHHAA MOYTA

3JI€KTpOHHa$I mo4yTa — 3TO TCXHOJIOTrUA U MPEAOCTABIIACMBIC CHO YCIIYT'H IO MEPCCBUIKE U
MOJIYYCHHIO SJICKTPOHHBIX COO6H.[€HI/II71, KOTOPELIC paCIIPCACIIAIOTCS B KOMHLIOT@pHOfI CCTH.

OOBIYHO PNIEKTPOHHBIN MOYTOBBIH SIIKK BBITIIAIUT CIEAYIONUM 00pa3oM:
UMS_TI0JIh30BaTEISI(WUMS_JIOMEHA.

Taxxke kpoMme nepegaun NpOCTOro TeKCTa, UMEETCS BOZMOXKHOCTh MepeaaBaTh (paisbl.
OcHOBHBIE COBETHI IO O€30MAaCHOMN paboTe ¢ IEKTPOHHOM MOUTOM:

1. Hapno BbIOpaTh MpaBUIIbHBIIN TOYTOBLIH cepBHC. B MHTEpHETE €CTh OrpPOMHBIN BEIOOP
OecryIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYUIIE T0BEPSITh TEM, KOTO 3HAEIIb U KTO
IIEPBBII B PEUTHUHTE;

2. He yka3pIBaii B 1muHON NoYTe IMYHYIO HHPOpMaruio. Hampumep, srydine BEIOpaTh
«My3BIKaNbHBIN _(panaT@» wim «pok2013» BMecTo «remal3»;

3. Hcnonp3yii ABYX3TAIHYO aBTOPHU3AIHIO. JTO KOT/[a IOMHMO TTapoJisi HY>)KHO BBOAHTH
KO/, IpHUChIIaeMblil mo SMS;

4. BpiOepu cI0XKHBIN Mapoib. [t Kak10ro mo4YToBOrO SIIKKa JOJIKEH ObITh CBOM
HAJCKHBIM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOXKHOCTB HalMCaTh CAaMOMY CBOM JIMYHBIN BOMIPOC, UCTIOIB3YH ATy
BO3MOKHOCTB;

6. Hcnonp3yii HECKOIBKO MOYTOBBIX SIIUKOB. [1epBbIil TSt YaCTHOW MEPENHCKH C
azipecaTamMH, KOTOPBIM ThI IOBEPSIEILb. JTO ANEKTPOHHBIN aJpec HE HAaJ0 UCIIOJIb30BaTh
IIpU perucTpanuu Ha popymax u carax;

7. He oTtkpbIBail (paidiabl 1 qpyrue BIOXKEHHs B MUChMAX JIaXKe €CIIM OHU MPUIILIH OT TBOMX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIN I OHU TeOe 3TH (ailiibl;



8. Tlocne okoHYaHUs pabOTHI HA IOYTOBOM CEPBUCE Tepe]] 3aKPHITHEM BKIIAJKU C CAUTOM
He 3a0y/1b HAKaTh Ha «BBIATHY.

Ku6epOy/uIMHT MM BUPTYaJibHOE U3/1€BATEJIbCTBO

KubepOymiuHr — npecienoBaHue COOOLIEHUSIMU, COAEPKAIIMMU OCKOPOJIEHUS, arpecCuio,
3aIyTUBAHKE; XyJIUTAHCTBO; COLMAThHOE OOMKOTUPOBAHUE C MTOMOIIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 110 60pHOE ¢ KHOEPOYIITUHTOM:

1. He Gpocaiics B 60ii. JIyummii crioco0: mocoBeToBaThcsl Kak ceOs BECTH U, €CIIH HET TOTO,

K KOMY MOXHO OOpaTHThCs, TO BHaYalle YCIOKOUThCs. Eciiu Thl HauHelb OTBeYaTh

OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO elle OOJIbIle pa30kKelb KOH(IUKT;

VYmpasisaii cBoeit kudeppernyraiuei;

3. AHOHHMMHOCTH B ceTd MHUMasi. CyIIeCTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOHT 32
QHOHUMHBIM AKKayHTOM;

4. He crouT BecTH XyJIHTaHCKUI 00pa3 BUPTyanbHOH ku3Hu. HTepHET (hukcupyer Bce

TBOM JICMCTBUS M COXPAHSAET UX. Y AATUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

CoOuto1aii CBOM BHPTYaIbHYIO YECTh CMOJIOAY;

6. Wrnopupyil enuauyHbli Heratus. OIHOPa30BbIE OCKOPOUTEIBHBIE COOOIIEHHS JTy4Ie
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpaliaeTcs Ha Ha4ajabHOU CTaauu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOILIIEHUSMH, B COLIMAIBHBIX
CeTAX €CTh BO3MOXXHOCTH OJIOKUPOBKHM OTIPABKH COOOLICHUN C ONPEACTICHHBIX a/IPECOB;

8. Ecnu 1bI cBUAETEND KMOEpOyuIMHTa. TBOM efCTBUSA: BBICTYIIUTh IPOTUB
IIpeciie10BaTelsl, I0Ka3aTh €My, YTO €ro JIeHCTBUS OLIEHUBAIOTCS] HETaTUBHO,
HOJ/IEPKaTh JKEPTBY, KOTOPOH HY)KHA IICUXOJIO0rMYecKast TOMOIIlb, COOOIIUTE B3POCIIBIM
0 (akTe arpecCUBHOTO MOBEACHUS B CETH.

N
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MoOunbHbIi TesiedoH

CoBpeMeHHbIe cMapT(OHBI U IIAHIIETHI COIEpKaT B ceOe BIOJTHE B3POCIbIA (YHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIbIOTepamMu. OJHAKO, CPENICTB
3aLUTHI TSI TOJOOHBIX YCTPOUCTB MOKA OYEHb MaJIO.

TecTupoBaHMe U OUCK YA3BUMOCTEN B HUX IIPOUCXOIUT HE TaK MHTEHCUBHO, Kak 11 [IK, To
K€ caMoe KacaeTcsl U MOOMIIbHBIX IPUIIOKEHUH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacupeHue (yHKIMOHAaJa BiIeUeT 3a c000 OOJIBIIYIO CI0KHOCTh ¥ MEHBIIYIO 3aLIUILIEHHOCTD.

llaneKo HE BCC IMIPOU3BOAUTEIN BBIITYCKAIOT O6HOBJ’I€HI/I$I, 3aKPBIBAIOIINEC KPUTHYCCKUEC
YA3BUMOCTHU 11 CBOUX YCTpOﬁCTB.

OCHOBHBIC COBETBI JJIA 0e30MacHOCTH MOOUIILHOTO TCJ'IC(I)OHEIZ

1. Hwuuero He sBIsIETCS TTO-HACTOSIIEMY OeCIUTaTHBIM. By OCTOpOKeH, Bellb Koraa Tede
npeuiaratoT 6ecIuIaTHbIH KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKHe-TO TUIaTHbIE
yCIIyTH;

2. Jlymaii, mpex/e ueM otnpaBuTh SMS, ¢poTo niam Buzaeo. Thl TOUHO 3HACIb, I71€ OHU
OyIyT B KOHEUHOM HTOTe?

3. HeoOxoauMo 0OHOBIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hoHa;



&

Hcnonb3yit aHTUBHPYCHBIE TIPOTPAMMBI JJ11 MOOUITLHBIX TeNe()OHOB;

5. He 3arpyxail npunoxeHust OT HEM3BECTHOTO HCTOYHUKA, BE€b OHU MOTYT COJIEPKaTh
BPEIOHOCHOE MPOTrpaMMHOe 00eCIieueHHE;

6. Ilocie Toro kak Thl BBIIICIIL C CaliTa, IJie BBOAWI JIMYHYIO HH(OPMALINIO, 3ali1U B

HACTpOIKK Opay3epa u ynanu cookies;

[lepuoanuecku MpoBepsiii Kakue IIaTHBIE YCIYTH aKTUBUPOBAaHbBI HA TBOEM HOMEDE;

8. agaii cBOii HOMEp MOOMIIBHOTO Tene(oHa TOIBKO JOASM, KOTOPBIX ThI 3HACIIb U KOMY
JOBEpsiCIIb;

9. Bluetooth gqomkeH OBITH BBEIKITIOYEH, KOTIa ThI UM HE MOJIb3yelibcs. He 3a0biBaii mHOT 1A

MIPOBEPSTH 3TO.

~

Online urpsl

CoBpeMeHHbIE OHJIAH-UIPBIl — 3TO KPAaCOYHbIE, 3aXBAThIBAIOIUE pa3BICUCHMsI, 00bEUHSIIOIINE
COTHH ThICSY YEJIOBEK 10 BceMy MUpy. Irpoku uccieayoT JaHHbIH UM MHp, OOIIAI0TCS IPYT ©
JPYTOM, BBIIIOJIHSAIOT 3a/1aHUs, CPAXKAKOTCS C MOHCTPAMHU U IIOJy4aloT OIBIT. 3a YAO0BOJIBCTBHE
OHM IUIATST: MOKYNAIOT IUCK, OINIAYMBAIOT ADOHEMEHT WM IPUOOPETAIOT KAKUE-TO OIILIUH.

Bce aTu cpenctBa uayT Ha MojiepKaHue U Pa3BUTHE UTPHI, a TAKXKE Ha caMy 0€30MacHOCTb:
COBEPIIICHCTBYIOTCS CUCTEMBI aBTOPU3AIINH, BBIITYCKAIOTCS HOBBIC TTaT4H (I[U(POBEIC 3aIUIATKH
JUISI IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HO,[[O6HI>IX HUrpax CTOUT OIIaCaTbCA HC CTOJILKO CBOMUX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO
apoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3allUuA OOIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT cedst MI0X0 WM co3aeT TeOe HEPUATHOCTH, 3a0JI0KUPYH ero
B CIIUCKE UTPOKOB;

2. Tloxanyiicsa aAMUHUCTpATOpPaM UTPHI Ha IJI0XOE MOBEIEHUE ITOI0 UTPOKA, JKENATEIbHO

MIPUJIOKUTB KaKHE-TO JTIOKA3aTeNIbCTBA B BUJE CKPUHOB;

He yka3zpiBaii 1nuHyro nHGopManuio B npodaiine urpsr,

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouIaabHble MATYU U MOJBI;

Hcrnonb3yil CII0KHBIE U pa3HbIE APOJIN;

Jaxe BO BpeMs UTPbI HE CTOUT OTKJIKOYaTh aHTUBUpPYC. I1oKa ThI Urpaenib, TBOM

KOMITBIOTEP MOTYT 3apa3uTh.

No ok w

@OUINMHT WK Kpaka JUIHbIX JaHHbIX

OOBIYHOM Kpakell JeHeT U IOKYMEHTOB CEroHs y»e HUKOro He yauBUfIlb, HO ¢ pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37I0YMBIIUIEHHUKU IEPEMECTHIIMCH B UHTEPHET, U IIPOJIOJIKAIOT
3aHUMATbhCSA «JTFOOUMBIM» JIEJIOM.

Tak mosiBUIIach HOBas yrpo3a: HHTEPHET-MOIIEHHUYECTBA WK (DUILKHT, TJIaBHAS 1eJIb KOTOPOTO
COCTOUT B TOJTY9€HUH KOH(QUICHIIHATBFHBIX TAaHHBIX MOJIb30BaTENIe — JIOTHHOB U mapoJei. Ha
aHrMickoM s3bike phishing unraercs kak gumuHr (ot fishing — peiOHas noBd, password —
MapoJib).

OcHOBHBIE COBETHI 110 60PHOE € QUITHHTOM:



1. Cnenu 3a cBouM akkayHTOM. Eclii ThI TO103peBacIiib, YTO TBOSI aHKETa ObLIa B3JIOMaHa,
TO HEOOX0IUMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOPAM pecypca 00 3TOM Kak
MOYHO CKOpee;

2. HWcnonb3yii 6e3omacHbie BeO-CalThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB U MMOMCKOBBIX
CHUCTEM;

3. Hcnonb3yii ciaoxkHbIe U pa3Hble Tapoiu. TakuM oOpa3om, eciiu TeOs B3IOMAaIOT, TO
3JIOYMBIIIJICHHUKH TIOTy4aT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQIIIIO B CETH, a HE KO
BCEM;

4. Ecnu 1e0s B3JIOMaNIM, TO HEOOXOUMO MPEIYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIE

no0aBJIeHbl y TEOS B IPY3bsIX, O TOM, YTO T€OsI B3JIOMaIH U, BO3MOKHO, OT TBOET'O UMEHU

OyJIeT pacchlIaThCsl ClIaM U CCHUIKH Ha (PUIIMHTOBEIC CAlTHI,

YcranoBu HanexHbIH maposib (PIN) Ha MoOUIBHBIM TenedoH;

OTKITI0YM COXpaHEeHHUe MapoJst B Opaysepe;

He oTkpsiBail Qaiinel u Apyrue BIOXKEHUS B MUCbMAaX Ja)Ke €ClIM OHU MPHUILIN OT TBOUX

npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (paiiisr;

No o

HudpoBas penyranus

[Mu¢posast penyranus - 3T0 HEraTUBHAsI UM MO3UTHUBHASL HH(OPMALIKS B CETH O Tebe.
Komnpomerupyromas nHGopmaius pa3MelieHHas B UHTEpPHETe MOXKET CepPbEe3HBIM 00pa3oM
OTPa3UThCS HA TBOEH PEAIbHOM KU3HU.

«udposas pernyrauus» - 370 TBOH UMUK, KOTOPbIH hopMupyetcs u3 nHbopMmaiuu o Tede B
WHTEpHETE.

TBoe MecTO KHUTENbCTBA, y1eObl, TBOE€ (HHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH XapakTepa u
pacckasbl 0 OJM3KUX — BCE ATO HAKAIJIMBAETCS B CETH.

MHorue noJJpoCcTKH JETKOMBICIEHHO OTHOCATCS K IyOJIMKAIIMK JTUYHOW HHPOpPMALIUU B
HuTepHeTe, HE MOHUMAsi BO3MOXHBIX MOCIeCTBUMN. ThI 1aXke HE CMOKEIIb 10raJaThCsl O TOM,
yTo (poTorpadus, pazmelieHHas S JeT Ha3ald, cTaja NIPUUYMHON O0TKa3a IPUHATH TeOs Ha paboTy.

KommenTapuu, pa3menienue TBoux gororpapuii u Apyrue AeiMcTBUS MOTYT HE UCUE3HYTh J1aXe
10CJI€ TOTO, KaK Thl MX yJanulllb. Thl HE 3HaCIlb, KTO COXPaHUJ 3Ty HH(POPMALIKIO, TIonaa Jiu
OHA B ITOMCKOBBIE CUCTEMBI M COXPAaHWIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O Tebe
OKpY’Kalollee JII0/I1, KOTOpble HAWAYT M yBUAAT 3T0. HailTu nHpopMainio MHOTO JIeT crycTs
CMOJKET JIF000i — Kak U3 T0OpBIX MOOYXACHUM, TaK U C HAMEPEHUEM NIPUUYUHUTH Bpel. ITO
MOJKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI IO 3alIUTE LIUPPOBOIN penmyTaliu:

1. Tomymaii, mpex/ie 4eM 4To-TO MyOJIMKOBATh U MepeIaBaTh y ce0si B 6J0re Win B
COIIMATLHOM CETH,

2. B Hacrpoiikax mpoduis yCTaHOBH OTpaHUYCHUS HA TIPOCMOTP TBOETO TPOMHUIISA U €T0
COZIEPKUMOT O, CHIEeIIall €ro TOJIBKO «JIUIsS IPY3€en»;

3. He pa3mMeniaii u He yka3biBail HH(POPMAIIHIO, KOTOPAs MOKET KOTO-JIM00 OCKOPOJISITh HITH
00MXKaTh.

ABTOpCKOE IPaBo



CoBpeMeHHbIE IIKOJFHUKHU— aKTUBHBIE TT0JIH30BATENN IIU(PPOBOTo MpocTpancTBa. OaHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTUMHU BO3MOKHOCTSIMH LIM(PPOBOTo Mupa TpedyeT
COOJIIOJICHHSI TTPaB HA MHTEIJICKTYAIbHYIO COOCTBEHHOCTD.

TepMHUH «MHTEIJIEKTYalbHasi COOCTBEHHOCTB)» OTHOCHUTCS K Pa3IMYHBIM TBOPCHUSAM
YEJOBEYECKOr0 yMa, HAYMHAsl C HOBBIX M300pETEHH U 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH , U 3aKaHYMBast KHUTaMu, poTorpadusiMu, KHHOPHUIbMaMH U
MY3bIKaJIbHBIMU TIPOU3BEACHUSIMH.

ABTOpCKHE ITpaBa — 3TO IIPaBa Ha HHTEIUIEKTYaJIbHYIO COOCTBEHHOCTb Ha IIPOU3BECHHS HAYKHU,
JUTEPaTyphl U UCKYCCTBA.

ABTOpCKUE NTpaBa BbICTYIAIOT B KAYECTBE FAPAHTUU TOT0, YTO MHTEIJIEKTYaJIbHBIA/TBOPUECKUIA
TPyA aBTOpa He Oy/eT HalpacHbBIM, JaCT €My CIIpaBeIMBbIE BOZMOKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro TPY/a, MOJIy4YUTh U3BECTHOCTh U IIPU3HAHUE.

Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOM3BOIUTh €T0 IPOM3BEACHUE, PACIIPOCTPAHSATD,
yOJIMYHO IEMOHCTPUPOBATH, IPO/1aBaTh, UMIIOPTUPOBATh, IIyCKaTh B IPOKAT, IIyOJUIHO
UCTIOJIHATD, I0KA3bIBATh/UCHIOIHAT B 3(Hpe WK pa3meniaTts B IHTepHeTe.

Vcnonb30BaHue «IIMPATCKOro» MPOrpaMMHOI0 0OecIiedeHUsI MOXKET IPUBECTH K MHOTUM
pUCKaM: OT MIOTEPU AAHHBIX K TBOUM aKKayHTaM 710 OJIOKMPOBKHU TBOETO YCTPOICTBa, I'/ie
YCTAHOBJICHHBIH He JierajabHast mporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYLIECTBYET
JerajabHble U OECIUIaTHBIE IPOrPaMMBbl, KOTOPbIE MOYKHO HAalTH B CETH.

O nopraJie

CeteBnUOK.p(h — TBOM INIaBHBIN COBETUUK B CETU. 3/1€Ch Thl MOXEIb Y3HATh O O€30IIaCHOCTH B
CEeTH MOHSATHBIM M JOCTYITHBIM SI36IKOM, a TTPH BO3HUKHOBEHUH KPUTHUECKOW CUTYaIUN
00paTUTHCS 32 COBETOM. A Tak)Ke NMPUHSITh y4acTHe B KOHKYpCaxX U CTaTh CaMbIM IIU(PPOBBIM
rpaXxaaHuHOM!



